
 

 
      Annex C 

 
Tentative Training Program 

 
 

DAY 
 

Training Periods 
TRAINING OBJECTIVES 

FROM UNTIL 

08 Apr 

08:30 09:15 General Brief: Location – Security – Health Care 

09:25 10:10 Training Objectives – Introduction 

10:20 11:05 OSINT Principles - Definitions 

11:15 12:00 
Search Engines 

(Simple, Metasearch, Clustering, IoT) 
12:00 12:30 Coffee Break 

12:30 13:15 Google Operators – Advance Search (Practice) 

13:25 14:10 Google Operators – Advance Search (Practice) 

14:20 15:00 OSINT Tools (VM, Linux Based Tools) 

09 Apr 

08:30 09:15 Multimedia tools, Misc Internet tools 

09:25 10:10 Internet – Legend Accounts 

10:20 11:05 Basic Internet sites, Deep Web 

11:15 12:00 Metadata Exploitation 

12:00 12:30 Coffee Break 

12:30 13:15 Social Media (Exploitation) 

13:25 14:10 Social Media (Exploitation) 

14:20 15:00 Social Media (Exploitation) 

10 Apr 

08:30 09:15 Origin- Definitions-The Information Environment  

09:25 10:10 
Influence Superiority - Modern Impact 

OSINT Operating environment  

10:20 11:05 
Messaging - 

Country Perspective 

11:15 12:00 
Disinformation in the Online Environment - 
Detecting Disinformation through OSINT 

12:00 12:30 Coffee Break 

12:30 13:15 Methodology 

13:25 14:10 Social Media Algorithms 

14:20 15:00 Group Influence - Pages - People 

11 Apr 

08:30 09:15 Hashtag Hijacking - Individual Targeting 

09:25 10:10 Trusted Source - Topical Source 

10:20 11:05 
Twitter Campaigns - Data Bot Networks –  

Twitter Troll Networks 

11:15 12:00 Actor Intent - Capability 



 

 

12:00 12:30 Coffee Break 

12:30 13:15 Actor Case study (Russia) 

13:25 14:10 Actor Case study (Russia) 

14:20 15:00 Actor Case study (China) 

12 Apr 

08:30 09:15 Collection Setup - Validation – Verification 

09:25 10:10 
Images and Videos - Fact Checking  

- Social Media Verification 
Content Monitoring 

10:20 11:05 Collected Data Visualization 

11:15 12:00 Collected Data Visualization (Practice)  

12:00 12:30 Coffee Break 

12:30 13:15 Analysis - Social Network Analysis - Challenges 

13:25 14:10 
Course Recap – 

Training Evaluation Form 

14:20 15:00 Graduation Ceremony 


